BUILDING
COMPUTER
SOLUTIONS

The future is digital. Secure it with us.




DISTINCTION
EXCELLENCE

1S0 3001

Premium computer security,
backed by the international ISO
9001 recognition.

SC-CERS00888

IS0 27001

Defending Your Data with
International Rigor: ISO 27001
Certification.

SI-CER900889

IS0 20000-1

Excellence in cybersecurity,
grounded in global quality
standards.

TI-CER988544

IS0 22301

Uninterrupted business
continuity, in accordance with
international standards.

CNCER988779



FOUR ISO CERTIFICATIONS
DEFINE OUR SUPERIORITY

Our commitment to cybersecurity goes beyond mere rhetoric. It's
tangible and validated by four prestigious I1SO certifications: 9001,
27001, 20000-1, and 22301. These aren't just acronyms, but a
testament to our dedication to delivering top-tier services. They
represent our promise of quality, security, efficiency, and resilience.
By choosing us, you're not just opting for a cybersecurity provider, but a
certified ally who understands and meets the highest international
standards.

TOTAL COMMITMENT:
BEYOND BASIC SECURITY.

With our certifications, we ensure quality, information security, IT
excellence, and business continuity. They represent our commitment,
professionalism, and integrity. Choosing us means opting for elite
cybersecurity with solid backing.
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ADVANCED
PENTESTING

Certified Red Team
Professional (CRTP)

Specialization in Red Teaming and attacks on
Active Directory, validating  advanced
exploitation techniques and privilege escalation
in enterprise environments.

TCM

SECURITY

Practical Network Penetration
Tester (PNPT)

The PNPT certification from TCM Security
certifies skills in real-world pentesting, including
exploitation, privilege escalation, and
professional reporting.

CEH

Certified Ethical Hacker

MASTER

Certified Ethical Hacker Master

Certification in ethical hacking and offensive
cybersecurity, validating skills in penetration
testing, vulnerability analysis, and controlled
attacks.



Jienowig s Cisco Ethical Hacker

W/ Certification in ethical hacking and

— penetration testing, with skills in

;ﬂ vulnerability analysis, network security,
Ethical Hacker | @Nd threat exploitation.

Hack The Box Pro Labs - Zephyr

Advanced certification in offensive
pentesting, covering SQL attacks,
privilege escalation, web application
exploitation, and lateral movement in
networks.

Hack The Box Pro Labs - Offshore

Advanced  pentesting  certification,
focusing on Active Directory attacks,
protection evasion, privilege escalation,
and tunneling.

Hack The Box Pro Labs - Rastalabs

¢) Certification in  Active Directory
=29 ) exploitation, including defense evasion,
exploit development, phishing attacks,
with a focus on advanced pentesting.




CERTIFICACIONES
AVANZADAS

7"
Certified Purple Team | i
Analyst (CPTA V2) ,,%m@

Focused on validating security controls and
improving detection through collaborative
exercises.

Certified Cyber Defense
Analyst (CCDA)

Focused on monitoring, event correlation, and
alert analysis for early detection.

o%m RFARE Iy

QO TEAM s,

f”

Y

Certified Red Team D
Specialist V2 (CRTS V2) =,

Focused on controlled offensive assessments:
reconnaissance, exploitation, and
post-exploitation.
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Certified Enterprise i
Lateral Movement Specialist

CELMS

o
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CELMS  certification:  enterprise  lateral
movement and Active Directory techniques



P2 NGl Certified Web Red Team Analyst

Advanced vulnerability exploitation,
privilege escalation, impact validation,
and documentation of findings to
improve security in enterprise
environments.

Certified Red Team Analyst (CRTA)

Especializacion en Red Teaming vy
atagues en Active Directory, aplicando
técnicas avanzadas de explotacion vy
Red Team escalamiento de privilegios en entornos

Analyst empresariales.
[CRTA]

Blue Team Fundamentals

Fundamentos de Blue Team y defensa
en ciberseguridad, con enfoque en
monitoreo de amenazas, respuesta a
incidentes y gestion de vulnerabilidades
para proteger infraestructuras criticas.

Blue Team
Fundamentals
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Cybersecurity

. ) we transform technological challenges
Comprehensive solutions Into competitive advantages.

& Infrastructure o Security

Our robust digital infrastructure ensures We offer a solid shield against cyber threats,
smooth operation, providing full control rigorously  protecting  your  valuable
and efficiency in every segment of your information, ensuring the trust of your
business network. customers and associates.

° . &)

Communication 2= Consultancy
Our focus on communication boosts Our consultancy service provides specialized
efficiency, facilitating agile decisions, swift advice, offering innovative solutions designed
responses, and seamless to tackle your unigue technological
interdepartmental collaboration.. challenges.

-3 Hardware

op-quality hardware, designed to
ensure uninterrupted operations
and tailored to the specific needs
of your company.
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1
H KI Cra. 65 #8B- 91 Ofic. 485, Medellin,
Hi = Guayabal, Medellin, Antioquia
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Rental of

Infrastructure
1]

@ Virtual Private @ Operational Cc
Network |

@ Managed Hostinc @ Custom

@ Dedicated Servers @ Secure Sl

@ Cloud Securit @ Advanced

@ Network Management @ Load Balance

@ Computer placemen @ Managed [ ircu

@ Analysis and Reporting @ Backup and Restore
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Infrastructure

Service in
Cloud Service.

@ Infrastructure as a @ Disaster Recovery
Service
Virtual computing resources such as Solutions for data and system recovery in case
servers, storage and networks. of emergencies.
@ Platform @ Deskiops asa
. ]
As a service || Service
Development and hosting environments Virtual desktops that users can access from
for the creation of software and anywhere.
applications.
@ Ssoftwareasa @ Identity and Access
Service (Saa and Access Management
Software applications accessible through Services to manage user identities and access
the Internet. permissions to cloud resources.

@ Cloud Security

Protection of infrastructure and data
hosted in the cloud.



INFRASTRUCTURE
SERVICES

FUNDAMENTAL CONCEPT OF
IT INFRASTRUCTURE

A company's IT infrastructure consists of multiple
technological devices responsible for the

administration and control of the network.
These devices ensure the security of information
by  upholding standards of  integrity,
confidentiality, and availability.

Data

Servers: ensuring integrity and

confidentiality.

Cloud

Data management and security
on cloud servers.

Bunker

Operational continuity in the
face of damages and cyber
threats.

Virtualization

Multiple servers from a single
physical entity.

Monitoring

24/7  Monitoring:  Constant
surveillance, immediate alerts,
and quick response for servers.

Disaster Recovery

Safeguarding technology and
infrastructure fo ensure
business continuity in the face
of adversities.
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Infrastructure

Data Server

In a world where information is vital, our
data server not only stores but also
safeguards every bit and byte with
advanced systems. We ensure integrity
and confidentiality, and allow for the
installation and operation of applications
directly on the server. Combining technical
robustness with flexibility, we offer more
than just a service: we provide peace of
mind that your data is safe and accessible,
propelling your business in the digital age.

Bunker Backup

Specifically designed to isolate and
safeguard backup information, it ensures
swift and effective recovery, whether from
technical damage or human errors. But we

don't stop there; with advanced
encryption, even in the unlikely event of a
cyberattack, your  backups  remain

unreachable to intruders. With Bunker
Backup, You're not just protecting your
data; you're also ensuring the continuity
and resilience of your business against
challenges. It's more than just a backup
system; it's your ally in cybersecurity and
operations.

Monitoring

With 24/7 alerts, you're always informed
about the status and performance of your
digital assets. But it's not just about
monitoring; it's about reaction. Upon
detecting any anomalies, we give you the
chance to intervene swiFtIy, ensuring your
operations continue to run seamlessly.
Imagine the peace of mind knowing that,
come what may, you have a system that
looks out for you and keeps you one step
ahead. With our monitoring service, you
turn uncertainty into certainty and
challenges into opportunities.

Cloud Server

In the digital age, where accessibility and
security are paramount, our Cloud server
emerges as the ultimate solution. It not
only stores vast amounts of data but also
ensures their integrity, confidentiality,
and constant availability. Imagine having
instant access to view or edit your
information at any moment, from

anywhere.

Virtualization

Our virtualization service goes beyond
mere data preservation. It's an innovative
solution designed to optimize and
transform your technological
infrastructure. Imagine being able to scale,
adapt, and evolve your operations without
traditional boundaries. But that's not all;
with cutting-edge security measures, your
systems and data are fortified, even against
the most sophisticated cyber threats.
Virtualization not only offers you more agile
and cost-effective management, but it's
also your shield against disruptions and
vulnerabilities.

Disaster Recovery Plan

Our disaster recovery plan is your shield
against natural adversities. It's not just
about having backups; it's about resilience
and adaptability. With a holistic approach
that combines policies, tools, and
procedures, we ensure that, even after a
catastrophic event, your vital
infrastructure and technological systems
are restored and continue to operate.

Secure Data Storage

and Management Solutions.




SEGURITY
SERVICES

THE IMPORTANCE
OF CYBERSECURITY

Today, computer security is one of the most
important aspects to consider for small, medium,

or large businesses. This is because it prevents
cyber attackers from accessing, encrypting, or
stealing your information or that of your
customers, leading to significant costs or halting
operations.

Web

Advanced Techniques for Web
application Protection.

TEE

Premium  Digital  Shielding:
Discover Our Firewall.

Software

Platinum Level: antivirus for the
most demanding.

Remote

Access and Remote Support
with Integrated Security.

IDS /1IPS /FIM/

Digital Barrier: Defense Against
Unauthorized Attacks.
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Security

Web Security

Web application security is a critical
discipline within cybersecurity, focused on
protecting applications from threats such
as SQL injection and cross-site scripting.
This specialization not only aims at
safeguarding the application itself but also
the data it manages. Given the pivotal role
that web applications play in modern
business operations, ensuring their
integrity and the safety of the data they
store is essential to maintain customer
trust and business continuity in today's
digital world.

Software Antivirus

In the dynamic digital world, where every
action can open doors to threats, our
antivirus software stands as the guardian
of your digital assets. Using advanced
technology, it neutralizes malware in
real-time, protecting your information
from viruses and spyware. Aware of the
impact of a security breach, our software
not only defends but also informs about
possible vulnerabilities. By choosing our
antivirus, you acquire more than just a tool:
ou gain a secure digital environment, free
rom cyber threats.

IDS / IPS / FIM / HIDS

In the era of cybersecurity, keeping your
network protected is more crucial than

cver. Our combined system of Intrusion
Detection (IDS), Intrusion Prevention
(IPS), File Integrity Monitoring (FIM(), and
Host Intrusion Detection System (HIDS)
acts as an advanced digital sentinel. It not
only detects intrusion attempts in real-time
but also takes proactive measures to
prevent them. Imagine a guardian that not
only alerts about threats but also
neutralizes them.

Firewall

A firewall, also known as a "cortafuegos" in
Spanish, is a vital component in computer
systems and networks. It acts as a barrier,
filtering data traffic to block unauthorized
access while allowing the safe flow of
legitimate communications. It's essential
for maintaining the integrity and security of
information, protecting against attacks
and intrusions in a digital world full of
threats.

Remote Conection

In a world that values connectivity, our
remote connection software allows you to
access and control computers and devices
from anywhere. Whether working from
home or on the go, you're never
disconnected from  your essential
resources. With robust security and a
user-friendly interface, we turn "being
present” into a seamless digital
experience. Choose efficiency and the
power to connect, always with you.

Privileged Access
Management (PAM)

Privileged Access Management (PAM)

protects and controls accounts with
clevated privileges in systems. It provides

tools to monitor sessions, manage
credentials, and limit unnecessary access.

With features such as automatic password
rotation and real-time monitoring, PAM

mitigates the risks of unauthorized access
and ensures the security of critical systems.

and Management Solutions.



RESCUE

SOC

SECURITY OPERATIONS
CENTER AS A SERVICE

Discover our cloud-based SOCaaS, designed to
protect your organization from cyber threats. We
centralize and manage all security alerts,
providing continuous monitoring and a swift
response to any incident. You can focus on your
business while our experts ensure a secure
environment.

Our service offers advanced protection and
complies with ISO 27001 standards, ensuring
effective security policies and procedures that
meet international regulations. This provides an
additional layer of trust and security for your
organization.

Risk

Monitoring and

Incident

Data

Continuous

Documentation

Threat

24/7

Forensic

Tool
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Security

Risk Management

SOCaaS provides  continuous risk
assessment, identifying and mitigating
potential threats to information security.

Incident Response

Our team of experts is prepared to manage
and respond to security incidents,
ensuring a fast and effective action.

Continuous Improvement

We work on the continuous improvement
of our services, aligning with the
continuous improvement cycle (PDCA -
Plan, Do, Check, Act) of ISO 27001.

Threat Intelligence

Integration of threat intelligence with Al
to anticipate and prevent attacks, using
updated information on the latest cyber
threats.

Forensic Investigation

Performing detailed forensic analysis after
security incidents to identify the root
cause, extent of damage, and exploited
vulnerabilities. This process helps improve
defenses, prevent future attacks, and
ensure regulatory compliance through
digital evidence collection.

Monitoring and Audit

We implement constant monitoring and
auditing processes, ensuring that all
activities are recorded and regularly
reviewed.

Data Protection

SOCaaS ensures that your company's data
is protected at all times, complyin% with
the policies and controls established by ISO
27001.

Documentation and Reports

We provide complete documentation and
detailed reports, necessary to
demonstrate compliance with 1SO 27001
requirements during audits.

24/7 Monitoring and Management

Continuous monitoring and management
24 hours a day, 7 days a week, ensuring
constant vigilance and immediate
response to incidents.

Tool Integration

Connection and configuration of all
security tools, both existing and new, on a
unified platform. This ensures complete
visibility and centralized management of all
security activities and alerts, optimizing
response and operational efficiency.



RESCUE

WAF

COMPREHENSIVE SECURITY
FOR WEB APPLICATIONS

Rescue WAF is a complete solution designed to
protect web applications against advanced threats
and specific attacks. It offers adaptive security
against SQL injection, XSS, malicious bots, DDoS
attacks, and other emerging threats. Additionally,
it ensures privacy with HTTPS encryption, prevents
sensitive data leaks, guarantees compliance with
regulations such as PClI DSS and ISO 27001, and
provides full traffic visibility with real-time reports
and analysis.

Protection Against

Blocks threats such as SQL, XSS,
CSRF injections, and more.

Autonomous

Analyzes and automatically responds
to new threats without the need for
manual adjustments.

Bot

Real-time analysis and reports
for continuous monitoring.

Compliance with

Helps meet standards such as
PCI DSS, GDPR, and ISO 27001
by ensuring data security.




WWW.TIRESCUE.COM
Communication

Protection Against
Web Attacks

Rescue WAF acts as an advanced security
barrier against threats such as SQL, XSS,
and CSRF injections. It analyzes each
request in real time to identify and block
malicious traffic, protecting infrastructure,
data, and the operational continuity of
critical web applications.

Bot Mitigation

More than just blocking malicious bots,
Rescue WAF distinguishes between
legitimate and automated traffic. It detects
suspicious activities such as scraping, brute
force attempts, and vulnerability scans,
ensuring that only authorized users and
processes access applications. Detailed
analyses and real-time reports enable
informed traffic management decisions.

Autonomous Defense

Rescue WAF learns and adapts to threats
automatically. It identifies attack patterns
and adjusts security rules in real time
without manual intervention, significantly
reducing response time.

Compliance with Standards

Rescue WAF helps companies comply with
security regulations such as PCl DSS,
GDPR, and I1SO 27001 by implementing
robust controls to protect sensitive data. It
provides advanced security measures,
including continuous monitoring and
detailed reporting, supporting audits and
ensuring compliance.



COMMUNICATION
SERVICES

KEY TO
BUSINESS PRODUCTIVITY

Communication tools within different companies
allow for the coordination of processes, thereby
increasing fluidity and productivity, reducing
response times and information loss, and helping
to maintain a pleasant environment for users.

Server

Optimized Security in Sending
and Receiving Emails. and
confidentiality.

Telephony

Raising the Standards of Voice
Communications.

Chat

Business Conversations with
Superior Encryption.

Intranet

Keeping Internal Information,
Truly Internal.
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Communication

N
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Mail Server

In the digital age, efficient communication
is essential for any business. Our mail
server not only sends and receives
messages but a?,so filters and protects
them, eliminating noise and shielding you
from threats. Every email is treated with
priority, ensuring you never miss vital
information. With a robust infrastructure
and an intuitive interface, we provide
confidence in your communications.

@

l

»

IP Telephony

Imagine having clear and uninterrupted
communications, with the flexibility to
connect from anywhere. It's more than just
a call; it's a revolution in communication,
offering efficiency and adaptability for
modern needs.

Intranet

Our Intranet is a secure and efficient
portal that allows teams to access and
share vital information in real-time.
Powered by Internet protocol technology, it
enhances collaboration and productivity
within your organization.

Secure Data Storage

and Management Solutions.




CONSULTING
SERVICES

REGULATIONS, TESTS AND
ADVANCED TECHNOLOGY

Our primary objective in various consultations is to
provide the client with viable recommendations or
suitable measures for the solutions to each of their
needs, allowing them to keep their data storage
assets safe while preserving the confidentiality of
the information.

Consulting

From Vision to Certification:
Specialized I1SO Consultancy.

Ethical

Know Your Weaknesses: Ethical
Hacking to the Rescue.

Technical
Infrastructure

Comprehensive Advice for a
Successful Technical
Implementation.
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Consultancy

ISO Consultancy

This is a service that accompanies and
guides companies in implementing
measures to improve results from the
erspective of the standard in the IT area
or ISO 9001 and 27001 standards.

Technical Infrastructure
Consultancy

Our service focuses on guiding companies
towards the optimal implementation of
the latest technologies available in the
market. We assess your organization's
specific needs and design customized
solutions that not only keep you up to date
with technological innovations but also
enhance operational efficiency and your

Ethical Hacking

The primary goal of Ethical Hacking is to
exploit existing vulnerabilities in systems
by conducﬁng intrusion tests. These tests
serve to verify and evaluate the physical
and logical security of information
systems, computer networks, web

applications, databases, and servers.

company's competitiveness. Secure Data Stnrage

and Management Solutions.




HARDWARE

SERVICES

KEY TO
PRODUCTIVITY

In order to run the essential applications for the
operation of various companies, it is necessary
to have the appropriate equipment to fulfill these

functions, maintaining optimal performance.

It is important to keep this in the right conditions
and with the necessary maintenance, preventing
operational halts and thereby extending the
lifespan of the company's assets.

Laptops
We offer high-quality laptops

tailored to your company's
demands.

Servers

Powerful and efficient servers
for solid solutions.

Maintenance

Equipment maintenance for
optimal  performance and
long-term savings.









OUR VALUABLE
Trust-Based and Excellence-Driven Partnerships

In Tl Rescue, every client is a testament to our commitment to excellence in cybersecurity.

Here, we highlight some of the leading organizations that have entrusted us to strengthen
and safeguard their digital operations.
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Seguridad informatica
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Seguridad informatica
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WE ARE A
STRATEGIC ALLY

For the cybersecurity and
technological infrastructure
of companies.

COMPANY FOUNDED
IN 2015 BASED IN

Operating worldwide

MISSION

We specialize in IT support and security,
committing to the highest international
standards, including ISO 9001, 27001, 22301,
and 20000-1. Our mission is to ensure
operational continuity for businesses of all
sizes  through efficient and secure
technological solutions. We are dedicated to
offering personalized services tailored to the
unique needs of each client, preventing
interruptions, and promoting their success.

VISION

We envision being global leaders in IT
management and  security, providing
personalized and efficient solutions that
ensure operational continuity. We are
committed to innovation and adherence to
the strictest quality and security standards.
Our goal is to stay at the forefront, always
being the first choice for our clients. We are
dedicated to offering personalized services
tailored to the unique needs of each client,
preventing interruptions, and promoting
their success.
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Cybersecurity

our security,

our priority

custom solutions
solutions

Solutions tailored to the needs of each
client, regardless of how small or large the
company is.

Direct
communication

No queues, waiting, or turns.

2417
support

Constant updates
updates

Immediate solutions. In this way, we
prevent data loss and always manage to
stay one step ahead.

Hardware
savings

Implemented in the software.

Attentive
staff

We're here to assist you every step of the way. If you have any questions or simply want to talk about your

cybersecurity needs, here are our contact channels:

e Address: Cra. 65 #8B- 91 Ofic. 485, Guayabal, Medellin, Antioquia ® whatsapp: +57 315 893 7873 «

landline phone: +57 4 6073303 = Info@tirescue.com.co
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